[[alternative]]An Optimization Model for Sharing Multiple Secret Images without Pixel Expansion by 侯永昌
行政院國家科學委員會專題研究計畫  成果報告 
 
 
無須像素擴展之視覺式多秘密影像分享機制最佳化模型 
 
 
計畫類別：個別型計畫 
計畫編號： NSC93-2213-E-032-033- 
執行期間： 93 年 08 月 01 日至 94 年 07 月 31 日 
執行單位：淡江大學資訊管理學系 
 
 
 
 
計畫主持人：侯永昌 
 
 
 
 
 
報告類型：精簡報告 
報告附件：出席國際會議研究心得報告及發表論文 
處理方式：本計畫可公開查詢 
 
 
 
 
中 華 民 國 94 年 12 月 22 日
 
 1 
???????????????????????? 
An optimization model for sharing multiple secret images without pixel 
expansion 
?????NSC 93-2213-E-008-019 
?????93 ? 08 ? 01 ?? 94 ? 07 ? 31 ? 
???????  ??????????? 
??????????????  ????????????? 
 
?? 
????????????????
??????????????????
??????????????????
?????? N ???????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????? M ??
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
??????????????????
????????????????
(access structure)???? 
?????????????? 
Abstract 
Visual cryptography, which is 
characterized by it s decryption process in 
comparison with the traditional ones, is an 
emerging cryptographic field. The method of 
visual cryptography is to encrypt a secret 
image into N shares such that any qualified 
set of participants can recover secret by their 
eyes. Any forbidden set of participants cannot 
obtain any secret information. In the study of 
visual cryptography, pixel expansion and 
contrast are two important issues. Most visual 
cryptographic methods are based on the 
technique of pixel expansion, and the result is 
that the size of each share is larger than that 
of the secret image. Pixel expansion not only 
results in distortion of the shares, but also 
consumes more storage space. In this paper, 
we propose a new method without pixel 
expansion. Our method combines concepts of 
probability with considerations of security 
and contrast to construct an optimization 
model. To solve the optimization problems, 
genetic algorithms are employed. 
Experimental results show that our method is 
effective and is able to cope with general 
access structures. 
Keywords: Visual Cryptography, Genetic 
Algorithms 
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1. ?? 
????????? Naor ? Shamir 
(1995)????????????????
? ? ? ? ? ? ? ? ? ? ? ? ? (K, 
N)-threshold VCS ???????????
?????????????? N ???
??????????????????
??????? N ????????? K
???? K ?????????????
??????????????????
?? Naor ? Shamir ??????????
??????? (Ateniese et al. 1996a, 
1996b, 2001)?Ateniese et al. (1996b)?(K, 
N)-threshold ?????(access structure)?
????(GQual, GForb, M)????????
?????(qualified set) Y Î GQual???
?????????????????
(forbidden set) X Î GForb ????????
??????????????????
????????????Droste (1996)?
??????????????????
?? N ???????????????
??????????????????
?????????????????
(Blundo and De Santis 1998)???????
??????????????(Ateniese 
et al. 1996a, 1996b, 2001; Blundo and De 
Santis 1998; Blundo et al. 1999, 2001; Droste 
1996; Eisen and Stinson 2002; Hofmeister et 
al. 2000; Naor and Shamir 1995; Tzeng and 
Hu 2002; Verheul and van Tilborg 1997)??
??????????????????
? M ????????????????
??????????????????
??????????????????
??????????????????
??????????????????
?????Ito et al.(1999)????????
? ? ? ? ? ? ? ? ? ? ? ? ? (K, 
N)-threshold ?????????????
??????????????????
??????????????????
??????????????????
???????????????(K, 
N)-threshold ?????????????
??????????????????
??????????????????
???????????????????
??????????????????
?????? 
2. ????????????? 
2.1. ????? 
? P = {1, 2, … , N} ? ? ? ?
(participants)????? 2P ?? P ???
(power set)???? P ????????
??G = (P, F, Q)????????(access 
structure) (Tzeng and Hu 2002)??????
??????????? F, Q ? 2P ???
??????????(forbidden sets)??
???(qualified sets)?????? Q Ç F = 
Æ??????????????????
????????????? 0 ?????
1 ??????? E ?????????|E|
?? E ???????????? “Ú”?
??????“OR”??? S ??????
?(Boolean matrix)???? Si ?? S ?? i
????? cjS ?? S ?? j ??????
?? cj
c
i SS Ú ????????“OR”??
???? X = {i1, i2, … , iq} Í P?????
ccc ...),OR(
21 qiii
SSSXS ÚÚÚ= ??? OR(S, X)
?????? S ?????? X ????
????????????“OR”????
?????? A ? B ??????? A||B
????????????????
(concatenation)??? Share1, Share2, … , 
ShareN ???????????(Share1 + 
Share2 + …  + ShareN) ? ? Share1, 
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Share2, … , ShareN ????? (stacked 
share)? 
2.2. ???? 
????????????????
??????????????????
?????????????????
???????????????????
?????????????????
??????????????????
?????????? (??? 0 ???
??1 ????)? 
? S = [Sjn]??? 2|P|´|P|????
???? Sjn Î {0, 1}???? S ????
?????????????? P ???
???????????????? S ?
??????? Sj = [Sj1, Sj2, … , Sj|P|]??
???????????|P| = 3 ??Sj = [1, 
0, 0]??? j ?????????????
??????????????????
???? C = [Cij]??? 2´2|P|?????
? Cij Î [0, 1]?i = 0, 1, j = 1, 2, … , 2|P|, ? 
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??????? C ??C01 ???????
????[0, 0]???????(0)????
? C12 ????????????[0, 1]?
??????(1)???? 
(1) ???? 
?FC0k?FC1k??????????
????????????? Xk ????
??????????????????
??????????????????
??????????????????
??????????? FC0k = FC1k ??
?????? Xk ??????????
??????? FC0k ¹ FC1k??????
??????????????????
??????????????????
???????? Xk ?????????
? 
sk = |FC1k - FC0k| 
?????sk ???????? Xk ???
??????????????????
??sk ???????? Xk ??????
??????????sk = 0 ?????
Xk ?????????????????
FCik ???????? 
[ ] ( )),OR(),OR(),OR( 21 Fik XS||...||XS||XSCFC ´=  
?? OR(S, Xk)????????? S ??
???????? Xk ?????????
???????“OR”?????????
??????????????????
? Xk ???????????? 
(2) ??? 
? QC0h ? QC1h ?????????
?????????????? Yh ???
???????????QCih ?????
??? 
[ ] ( )),OR(||...||),OR(||),OR( 21 Qih YSYSYSCQC ´=  
??????????? Yh ??????
??? 
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ah = QC1h - QC0h 
????ah ?????????????
? Yh ????????????????
??????????????????
?????ah ????????????
??? Yh ??????????????
????????????????? 
2.3. ????????? 
(1) ????????? 
???G  = (P, F, Q)???????
??????????????????
??????????????????
??????????????????
????????G  = (P, F, Q)?????
?????(1)??????(1)?????
???????? 2|P|?????????
??????????????????
??? 2´2|P|?????????????
???? 0 ? 1 ???????????
??????????????????
??? 1???????????????
?? X Î F ?????????????
???????????|F|??????
??????????????????
??? Y Î Q ????????????
?????????|Q|????????
??????????????????
????????? 
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F ...  k for FCFCs
Q   for h QCQCa
P  
 (1) 
(2) ???????? 
???(1)????????????
??????????????????
??????????????????
???????(1)????????? 2|P|+1
?????Cij??? i = 0, 1, j = 1, 2, … , 
2|P|??????(1)?????????
????? 0 ? 1 ??????????
???? 2|P|-1 ??(x’i1, x’i2, … , ' 12, || -Pix )?
?????????? 2|P|-1 ??????
?????? 2|P|??????????
Ci1????????? Ci2???????
??????????? x = (x01, x02, … , 
12,0 || -P
x , x11, x12, … , 12,1 || -Px )???????
?? (x01, x02, … , 12,0 || -Px )? (x11, x12, … , 
12,1 || -P
x )????????????? 0 ? 1
??? 2|P|-1 ?????????????
???????????????? Cij = 
x’ij - x’i,j-1? 
????????????????
??????????fh(x) = ah, for h = 1, 
2, … , |Q|?????????(8)?????
???????????????(penalty 
function approach)???????????
W(x) = åsk??????????????
????????? Fh(x) = fh(x) - q×W(x)?
??q???????????????
???????q??????GA ???
??????????????????
??????????????????
???q??????GA ???????
??????????????????
??????????????????
??????????????q????
???????????q???????
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??????????????????
??????????????????
???? |Q|?????????????
??????????????????
??????(weighted-sum approach)??
??????????????????
? F(x) = åFh(x)? 
????????????????
? ? ? ? ? ? ? ? ? ? ? (binary 
tournament selection)?????????
??????????????????
??????????????????
??????????????????
??????????????????
????????????????? 
????????????????
???????????(Simulated Binary 
Crossover; SBX) (Deb and Agrawal 1995)?
SBX ????????????????
??????????????????
??????????????????
???????SBX ?????????
??(distribution index)??hc??????
????????(search power) 
????????????????
??????????????????
? yi ??????????? i ??? xi
???????????? ( )Uix ?
( )L
ix ??
??? xi ??????????????
??????????? 
( ) ( )( ) ( )LiLiUiii xxxry +-= ? (2) 
?? ri ???? 0 ? 1 ??????
??????????????????
?????????? 
3. ???? 
3.1. (2, 2)-threshold ????? 
????????????????
?????? 1 ?????????? 2
?? 1 ????? 2 ?????? C ??
???????(0, 0)?(0, 1)?(1, 0)?(1, 1)
???????? 0.5?0.0?0.0 ? 0.5??
???????(0, 0)?(0, 1)?(1, 0)?(1, 1)
????????? 0.0?0.5?0.5 ? 0.0?
?????????????? C ???
????? Share1 ? Share2 ??????
???s1 = 0 ?s2 = 0?????? Share1
? Share2 ?????????????
(Share1+Share2)??????a1 = 0.5??
?????? 50%??(QC01 = 0.5)???
????? 100%??(QC11 = 1.0)? 
3.2. (2, 3)-threshold ????? 
????????????????
?????? 3 ?????????? 4
?? 2 ????? 3 ?????? C ??
???????(0, 0, 0)?(0, 0, 1)?(0, 1, 
0)?(1, 0, 0)?(0, 1, 1)?(1, 1, 0)?(1, 0, 1)?
(1, 1, 1)???????? 0.33?0.0?0.0?
0.0?0.01?0.0?0.0 ? 0.66???????
????????????? 0.0?0.0?
0.0?0.0?0.34?0.33?0.33 ? 0.0????
??????????? C ??????
?? Share1?Share2 ? Share3 ?????
????s1 = 0?s2 = 0 ?s3 = 0?????
? Share1?Share2 ? Share3 ???????
??????(Share1+Share2)?
(Share2+Share3)?(Share1+Share3)?
(Share1+Share2+Share3)????????
a1 = 0.33?a2 = 0.33?a3 = 0.33 ?a4 = 0.33?
???????? 67%????????
?? 100%??? 
4. ?? 
????????????????
??????????????????
??????????????????
 6 
??????????????????
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??????????????????
??????????????????
??????????????????
??????????????????
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?????????????? M2 ???
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